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NIST Announces First Four Quantum-Resistant Cryptographic
Algorithms

Federal agency reveals the first group of winners from its six-year competition.

e Kyber or ML-KEM
® Goal: push to much higher security levels



Scaling up

Table 1: Parameter sets for KYBER

n kg m n (dd) 0
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KYBERT768 256 3 3320 2 2 (10,4) 2764
KyYBER1024 256 4 3329 2 2 (11,5) 2™
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Scaling up

Table 1: Parameter sets for KYBER

n Lk) g m m2 (dudy) 9

KYBER512
KYBERT768
KyYBER1024

256 2 3329 3 2 (10,4) 27189
256 3 3329 2 2 (10,4) 2-l64
256 4 3329 2 2 (11,5) 2717
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Correctness: the other constraint

e Encryption = noise from multiple sources
key error, ciphertext error, rounding

® Decryption = canceling out all those errors
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CBD: the problem

® Increase k in Kyber = decryption failure probability worsens
® Explodes at k =8
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® Rigid probability distribution value



The distribution f(n)
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® Pr[£2] = 27", tunable via n



The distribution f(n)

® Support: {—2,-1,0,1,2}
® Pr[£2] = 27", tunable via n

® n's competing effects:
Larger n: lighter noise = failure prob decreases v



The distribution f(n)

Support: {—2,-1,0,1,2}
Pr[£2] = 27", tunable via n

n's competing effects:

Larger n: lighter noise = failure prob decreases v
Larger n: lighter noise = bit security decreases x

Can scale up to kK =29



Parameter sets

k q n )

7 3329 4 1337
18 3329 6 21341
24 3329 g 21399

Table: Candidate parameter sets using f(n) with no compression applied

9§ denotes the decryption failure probability.



Parameter sets

k g n )

7 3329 4 2717
18 3329 6 27131
24 3329 8§ 271399

Table: Candidate parameter sets using f(n) with no compression applied

® Future steps: implementation in Jasmin, benchmark on Pavona,
formally-verified correctness bounds in EasyCrypt

05 denotes the decryption failure probability.



